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(54) REMOTE VPN AUTHENTICATION AND MANAGEMENT SYSTEM. AND 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide integrated virtual private network 
(VPN) service management and operation which have not been performed 
because a VPN is established, managed and operated in each link, and to 
provide unified tunnel server operation and management in communication 
with plural ISPs. 

SOLUTION: In a server which is established between a group of clients and 
a group of Internet service providers and remotely authenticates and 
manages a group of VPN converters to provide end-to-end VPN service, 
this remote VPN authentication and management server is featured in that 
it has a means to issue an authentication certificate, a means to control 
communication, a means to collect status information, a means to collect 
traffic statistics information, a means to monitor and control faults, a means 
to analyze statistics information, and a means to report to each client. 
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[fi?T*¥IS] I S P (internet ser 

vice provider) ffitcDffllcWiMZtl, IVF • y— • 
XVFCDVPN (virtual private network) +r— VfX 
£r»T 5 V P N U b • 
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[SWSEl] t>^-(7>hWt I S P (internet ser 
vice provider) P iKDffllcm&Z tl, l> F • y— • 
XVFOVPN (virtual private network) +r— kfX 
*JI0W* V P NMIgf5; U h- • BJI 

Ml E ^7i'7>hPfrf> co-9— If X^«'N<0&P A * Miff 

-rry hp^6<oftufa*»'itsi^ 1 oiatsgBfctuia* 
seasas^ rife * ^ -r t > h m t <Dmmftmcomm*%z 

2 cDlEHSPfcMIS^ ^47 yh mic&m? %>m$. 

3<Dtat«gi3{cMfEv p NgaaBSteSK-rs^®^ 
wiEfip xmm lEfttz^ <7 <<7v vim a mm. iifi?a 

WIES^^tx/c: V P Ng«SB8frS.KSESE©f8fTg# 
o MIB VPN SSISB3¥ »c«EB*«fTr 

#^5feTftutEm 4 otattgptc tuiE^ r > h mtcsm 

fl8SE«S8*S**tllgev P NS«6«BSteii»l"r«¥S 

MIBHM#H«fT*ft;teV P NI«8iafi!)^Xf-? 

MfEKtiEmEtf ftfc V P N fflASEB& T n^^L 
T^S h77^ v *fcW*SttfH*»S\ buIEbSSME^ ' 

Si:. 

IWBKSEK>W8fT« nfcV P NKS6StB»temSB)WO 
MtatgfEBEtf fSfrS nfe VPN aaftSEBP^ 6 «K« L 

«nE5Mff»fi**iCTSBiiii*^WT ^rnfcMiES * r 

msciSimfctS'Jt-b V PNBSE • gil^- 

ffhl SP (internet service provider) PkcOPJft 
SUn, xyh*-7--I>FOVPN (virtual pr 
ivate network) +r— If XSrHi^rS V P Ng$&Bg 



ft • HufE^4«am^MfE ^7^7> h PtciSfcl 

y h»^60i»nEAQA4iMW4R«rS l ©iEBBBfcnuffi* 

•5 -f t y h stcfEg-r a ^© k , 

aws*^*-*?-**— if xwrftg tw^npzm^ ^47 

y.mtfmmr&mzv p NSst»BPowffi«mie^ 

1 m2?<747>hmic&mT2>^&£, 
me&g&t\it!7U7z/ bwt<DmmfimcDmm*m 

2 <DtEt§g|Wc MIE * ^-i T V h ^fcft«r §fgt, 
fg 3 «fE1tg|3{ctufBV P N^»g{BStcS« , rs^S 

Mi a * 5 r > h pa^p a * mm ic * if LfcSiir ^ -b 
x^ftWfa^tEis-r sfi 4 ©tasgptcWia^ v-fr > h 

Mfaas^nrcv p N^^aaf^eigteiofgff®* 
m&mmtfmjznrcv p N^sB^^int^ 

{i^JfeT'Suiam 4 ©IBHSPictulE * 5 4 7 y v mic&m 

wiaigiESE^fgfT s n fc v p n tMtST d^^^l 
mmmmmiznrcv p N^^BPA^nxmL/c 

k, 

MIE«^^-;l/^MtE^ 1 OlE«§l5{c$.§tijfE^^-r7' 

MIE«? ^ -;l/*m^B WeSfl L /c ^ 5 f T > h 
WESC«1WB*BB < k <^-f (cffilB U^-x-c 

*«**jifc«»«i:'r*u*-hvpNi8iE' enait 
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tr- a© t Vfimftmic d; 5»1^> X r Afltrii i: 1" § ¥ 

at, 

MfB^X*- • •9-— AT-MIBvx^- • tr-^£fyfBX 
IgjS^^if^cteMIB^X*- • -9— ^fc&i^T, 

v— 'mfrzvmmfo^cftL, wfavx?- • 9--^ 

T-MIHy > • *^A • F-eig!iE-r?.¥l5i:> 
^ttLfcMIBX P-^ • 9— fc±S£\ MfB^X 

Mtaai^£ft/c:fsifxp-:/ • it-^tsu mib^x 
• tr-^*^ Mtexu-7* • -y— 

IBS 1 OlHftgP, m2QsBttgB, m 3 ©ffilSHBfc itffg 
MfEXU-7 • 9— MPKtt, MfBH l ©SBttS^ fg 2 

©Kttfflk n 3 ©setaapfe «t tf a 4 ©Ettas© n&g ^ 

CSM&g4] fy'fTyhWtt I S P (internet ser 
vice provider) g£t©!igfCs&S£ft, IV F • *y— • 
xy F©VPN (virtual private network) 9~— H'X 

*ffi#t-r 5 v p n£&&b$* y h &b&e • fi 
mm t> ? 4 r y v m s ©9-- tr x m^cota a mntt 

*q-r^X-r-y7°i:, 

•<7>h#a*S©aWB*M1IWR*S l ©fBttgl»cMfE^ 

tarn 1 (DmmmicmE^^^Ty vmrnm-^^y 
ft. 

2 0lE1t»t1Wia*5-rT>'h45k:asW*x-rv^' 



4:, 

swsss^n/tv PNS£Si«Hi¥^©aflirtsoaji* 

Mf Bilfiylft'WfSSrfg 4 ©fBttSiHc Mi 3 * 5 -f 

7y hmicgtm? ft, 

ft%>^ rz^s mibv p n sj&ggs* i: icmmEttmj 

3ft9tvmmm 4 <Dmnmcmmi> ^^ryv mtcsmts 
7^ 

HufBlgEII^IgfT^nfcV P Nl^S»5Xf-^ 
X'W#S%lK»-T^Xx -y yt, 

iWEKIBE^Stff Sft/iV P NESSlItn+^yt 
x>y7^ 

MfBlgfflEaE*^fr^n/cV P NasaSHPtcdTjEJSSB© 
^n-^*afiL»»OKafll!lW*ff -5 Xx-y 

h 5 7 -r -y * t<: BB-T 5 flfffll **»Wr SXf-y^ 

yhmfcisX-y-jy-ytzxT-vft, 

ttmz-2>£ tttWWlt V h V P NSgSE • @iI-9 
-exjf#t77?So 

[SS*«5] WWW/'7'>f^iL/c^7^5'yh 
Hi: I S P (internet service provider) p^cDfaltc 
KS^tls X> H • y— ■ xyKCV P N (virtual pr 
ivate network) t-HX^Ii-fS V P N^iii 

*y hj^6KH • BS-9--ex^«-r«?3ffi(c*3 
ffim?7*Tyhmfrz<DV-v:xMm<Di]Q\f¥mz& 

y h»3^6©MI3JnA*il««*a 1 t0f3«SI?tctutB^ 

Mta^«ss-e+)— e x i^fig n tews* "7 y t 
SyfBas ^ ft rc v^^ryvwh <Dmmfom<Dmm*%i 

2 cD!B1Sg|5(c WIS ^ 7 -C T y V mc&MT 2> X f v f 



(4) 



W ffl 2003-8607 



3 mmmcmzv PNii8istsit5xf7 f 

Mia^-fTy hPi:MfHV PNgii 
BSf i: icmmiZftftT SXf7^, 

SuiBigiEii^fT^nfc v p N^SBP^^afi^ 
fi^^TMia^ 4 £ofa«Si3tcHutB^ ^ 7 y h micgm. 

mmwmmmiiz rite v p n mmwmfr £ x -r- * 
mmmmmrn^ mvpn mmwmx* u ^ y y l 

HGiaigtiiiE*^f ?nfc v p N^gBg¥(cfiFfSji^co 
Miaigiiii^fT^n/c v p N^mss^^e»iix*Lfc 

y hmizmfemmTutf-T-^ yvmmttmM-rzxy- 

Mta«^ ^ *m %.m m^mn-r % x -r -y 7 ^ . 
iu8a**'ifia^ifl< £www75^+f(cMtai^-7^ 

^{S^Ch^^-TSU^-h V PNIStl • <fii9- 
[Mst<« 6 ] MsRgf 5 KK« © U h V P N BSE • 

■y^i:, 

tutavx^- • +>--ATiufB^x£- • 9— AtMtex 
• y-^ii<Dmm<Dmm*m 5 ©tatsgpjcMfex 

MiaTX^- • •9— ^WflOTBXU— r • +J— Mfr£><DBi 

tuiBXU-:?*-9— /^»*60«BB«?59Ffc:WU 7> • 
^A • /^X-7-FTSg!ITSXr--y7 , 'i:, 



fufB^X^- • ^-/^SXl/-7*- 9— /Sgmcx^- 
^X'lf IBomH/^*j^:*HfffiJ5Wtfff V^HulBX • 
i*-^tMp&©«ffiJS«FK:*fU Miavx^--9— 
TMiavy- *-TA • ^XV-FTIgKE-f^X-r-y:/ 

MElEaFOS^ i)58Sftlilli©Xr- #XttfR* 

^ttLfcjtufexu—:?* • +>-— 'W&-3tcm&, tutavx 

IjfiXr'yT't, 

Mfa)is??nrc^xix-y • ■tf-^cMu tutavx 
-rsMtatgieiEA^ff ^n/t v p n^sb^hitsm 

4 ©IS*fflS<DBfl«1S«l*aSM LSflglSS* t5Xf7^ 

mmxu-y • 9— nuts, Mias? 1 ©isttasx §12 
cDtangp, m 3 oiattapfe <t tfm 4 <Diai*gi3co^g%v 

x*- • 9— /st— Tcea-T^Jlco^^'U^r-^a >X 
r-y7°i:, 

^Cfx.5il^^:#1lii:-r?.9 ; &-hVPNiglI- WH9- 

Cffi*S7] ^YryhSfclSP (internet ser 
vice provider) Pi:<0f?flfc:8:g£tU XV F • y— • 
lyFOVPN (virtual private network) *jr— t£X 

9-- tr x *n«-r £75 ffi^ 3 y tf a - ^ (c^tT^ s fc 
mdmmsm-ey- ^ xmm^m t %m z nfc tine * ^ 

-T7> bg¥*\£cDMta*»«fB£II 1 ©fai*g|5(cMia^ 
7^7yhStsgt§xf 7 7°^^ 
HufE*S«S*T-9--trxffi«RTtgi:fiJ^^n«:HufE^'7 
hPA^ffl-rswiav PN^SBPcDW^M 
taig 1 cotattgPtcSyfE^^l'TV hSC^tSXf-y 

2 <D9 aUSPtc tuia 5 -f T > h «(c 5 X -r -y ^ 

3 oieittRtc mi a v p n mm&mmic &w.t sxt^t* 

Miaafi^'Wig^^ 4 ©KMawciwfB* 

7yhStSit5Xt77*t 

tf&^rcm&, mm^^^ry h^tMtav pnim 

fil¥ fcBaiaE*«ff f S X x -y 7°i: . 
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-ft, 

MKBHSEtfafr 5 tifc V P N ^ ^Xf-^ 
■ryft, 

yu-y^Mm Lmm<ommMm*ft ? x r- <y 7 <t , 

UMBBHIE^SSff * 4a/c V P N £&£cB$fr 6 UXifc L ft 

*« A § £ i: *«p a £ f S 7n ^ a c 
CW^8] WWW7"^'j7-9 1 ^ftfiiLfc^'7-l'7'>' h 
Sft I S P (internet service provider) SfkcQfyjfc 
StB£tU iy F • *y— • I> F<DVPN (virtual pr 
ivate network) +r— V P HmW&WM 

1 coiHttg|5tc ful 2 * ^ -f t v H SSI" S x r- -y 7 
k> 

2 ©I21tg|?ie: Ml 2 * v f T > H ft ^ SSf S X -f v 7° 

«was»sn/E v p N&mmm ttDmim^commttWi, 
k, 

MI3 * 5 -< T > h A^iPA * WB#, illicit 9B« * W L 
T > h StSStSXf -y 7 k > 



MEKSEIE#3&fT* nfcV P NfliiP^Xf-^ 

x mmzwmr z x 7- <y ~r t , 
MfBigSEiE^fltT^nrcv p NgiSffffn^yyu 

^n-r*aSfiLWW<OKa«Wil*fT^ Xt- -y 7*fc, 
•y^ks 

Mi2*^ * - ;i/ *Bf itmm? mm? zxr-vft, 

WE*? ^ - >U*3fJEH #!T^{I L fc * T ^ h 

^^s^a^^nsxT^^k^ 

[w*3S 9 ] M^&a 8 tie*© ut-hvp nisise • 
ea+r - e x jg«7j a tt n > tr a - 9 tc m t s s fc 46 

awiw^fciWEigHiE^affsnft v p N^mse^ 

>y^i:, 

Mf2^X^- • ^TMaBvX^— • +r— AfcXb— 

^-TA • /U7- KTlgffiE-TSX-r^T'kx 
MI2VX^- • ^-/«^XU-7*- +r-/^tcxf— 
* X'[f «OMv^to-**BrJE«fflTff V>MI2X • 

A :! Mf27> • ^I'A- KTlgiEf SXf'y7" 

!^MLfcHul2XU— 7 • V—^1P&-orcWr&, MI2TX 
9— - -V— /Mcjs^T, SJSf^#^XU— 7 ' +J— ^<D 
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tegs i <Dtm^ ^2otS'»gi5. m 3 commits £vm 

tuf2X ■ V-/*mictZ, nfimm 1 ©SBttMB, £ 2 
<DfE'Hg|5, H 3 ©IBIEgP&cfctff? 4 ©8B«flSOrtS%v 

x*- • ■^-^v—ft^mr^<Duyv J r—>By7. 

Itmm 10] h >7-^-etBSteS«i*+l^ IS 

*S l XttSB*3® 2 fc8B«0-9— MfBVPN^ 

hVP NtgffiE • fil^fAt*l/^T, 

Mi2v p N^gisey\ 

Wf5^^^7>hi^*«, 

y*-hVPN«lE • 

[isjrji i i ] wsrjs i o icmmcD V -t— h V P NIS 

tulEV P NlMIii, 

Lfc*^ »Mffl¥ft©MIBKlBE#f^**lfcV P N 

tuiE^^-rTy hffi*^a{f-r^^owi2v p n^si 

hVPNffiK-Wl^fi.. 

[0 00 1] 



[0 0 0 2] 

[«*OSf] ftP 2000-34 l 3 2 7 WfgfC 

«\ vPN«jjJW*. -r>*-7-^;i/-*$£B^ >vr 

fco^T. ^->v h^n;W^ (ISP) 

KSfctfSffitSlMfilS (VPN) ttmmirZTjiZt L 
T\ I S POAPfcfflPfcfc:, ^VPNEiv'Xri* 
3:B2fiff htc.fcO, S PfcSfctfS V P N 

[0 0 0 3] 2000-244547 -Sfi^gtCfcfc, 

»i&is*coeaKf 5£ft ± tf v p n commit t l t> # 

- ? /U+M He 7 ^ x B# 2 *i £ ISSKW Kite <fc 
0, V PN^SLT^S-y-— Ate7*-feX"rsc i:(c 
<fcD. g&3*>y hy— ^HtcSfcA^ V P N»{iG97j 

[0 0 0 4] f#HS2 0 0 0-5 9 3 5 7-5§&$fiiCH\ V 

U S^^-TT> hfcttKfE • mmtV? hyx7%f2 
tt£-£;tel C#— H*BfifU 7^-trXB#. gJI+r- /< 

tc THiaKo <t y * v y 7 y h v # 5 v p n km d 
srscfcicj;^ vPNt-^xssitasaico 

[0 0 0 5] 

[0006] KM 2000-34 1 327 #£^{C4Stf 

^3Si!ffl*ns^, ^wvPN-y-trxossa^ 

[0 0 0 7] ftffl 2000-244547 ^^$g(C 

ts^Tit, ify-JTy blc I Cii— K^rBH^L, 

T > h cD^*tC«, 1CA-F- ')-^©Si^^l 

[ooos] *mmz, cn6©iawfc:*i*«ifl*n/i: 

Il7?^*5<tO : >'X-rA%ii«-r?.ili:^ 1 coB&lft 
[0 0 0 9] Sfc, VPNt-lfX*affif«VPN8 

[0 0 10] 

[S8H4:»Pi*-rs/£*0#®] 

^^^7>hpi: I S P (internet service pro 
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vider) mk<DffllcmWZti, X.y F • y— • x.y FcD 
VPN (virtual private network) +r— fcrx%$H&T 
§VPN fflRScKP^ 9 h • 139— fx 

^»t39--^fc;}3^-t\ MtH^^-rT>hp^5»o 
^-exii^'xcoAPA^sswffi^s^ • mm&, mm 
w^^tmm^'y^Ty Y-mcmtairzmsLt, mm 

y vm^mutzmzt, mtmrnsmx-v- 
t mfet nrcrn^ ^^ryv m^mm? s mis v 

f m tvmimmvmmttwi 2 ©fsteawciiiiBa* ^ r 
y hmic&mTzm&t, ffim&mznrc v p 

BkcOilffF^CDJlS^i! 3 cD§2«g|»Cfuf2V PN^i 

SB^girr^ak, wis^^n/c v p 
yhmaxmm. mmnsrevtmitf¥misitm&, mz 
m-rz^m t, me v p n a3K£cB$tae8EK*&fT-r 
6 jifi^g^oaffcDBis^oi/^T ora^^* r> rem 

mtmmmgkttmzv 
n/t v p N^s«pA>e,xx-^x'W^iRA-r§^ 

© k , SWaKtttttffSfr* tiftVPN XSISBPT? d ^ 
>yLTV^ h97-r-yf KIBf SWfHIHR*^ Suf2l5 
fflSEtffBfr Ztifc V P NSS»B&&&ffi£MJQl?iKft 
TZ^mt, KMEWKKjb^Mf «n/t V P NIMIS 

IS k s Wf3lgEH*^ff £ ilfc VPN £&&B$fr 6 iR 
* L Tc F 7 7 -f -y * tcllflf s 8KH-«fH*#Wr % #® 
k, MfE^W^m=&MH2EIBiEA^fT^^fcWie#^ ^ 

ttwmtirz 'jt-hvp nkie • was— 

COO 1 1] *^co^2CO«^{C«fcnff, WWW77 
')f^IILf;^7-l'7>' hSfk I S P (internet ser 
vice provider) PfctQUBfcH&fiSft, XV F • >y— • 
XVFOVPN (virtual private network) 9"— k:X 
^Jffft-TS V P Ng^lS^Ut- FfrSfgliE • WH 

•9-— ex^ffiTs^xxz^cfe^T, m^^^ry 

fS. tfflE«6IS»*WE*^>i'Tyh»fe:jB»l'ra^a 
k , tyf2#ft$SS-c-+r- id'x pjftg k n/tWIB^ 7 

t^^yyyy ftjcSM-r a¥a k , Mtsna^mT^- 
- ex Bite k jpjjg* tifewia * 7 > f wmmt % 



^ryhfitsitsfgt^ tijf2S^^nrcv pn 
££kbb k ©Jiff ?m<om.m.*Wi 3 ogaaaute wis v p 

NgjgSSBSKS^rS^ak, «WB^9-f7y F#%] 
A*MB#, jl#*B5fefl»«**WLfe«^ fuf2ii{I?I7c 
«fg£g? 4 cof2«gWcMI2 * 5* T > h »:f»t5f 
a k , Mi2g§l£ tl/c VPN mttdff^ &esfio» 
fTHS^ft-a/fc*^, Hute^^'TTVFPktulBVPN 

g&&B$ t KttSHE*»fT*-*3® ^ mmm.rn.tf 

fSfrStifc V P N^aBP^eam^^cOiiffcDRl 

mm&mmicmm?%¥-m t , mf2igniiEA ,s f§«^nfc 
v p n s&ttwgfre xf- ^xw?g*iR*-r 

k > MI ESffiSE SE* «ff * ti fc V P N SSISBS-P n ^y 

SEA^T^nfcV P N^iftSBPA^m^JaWT-ljXftt- 
WIBBIiEIE««affSnfcV P N^aBPtc 

£ , mSttXER&ftfT * n fc V P N 3£&i£B$fr 5 

mttffim^ffiszmsmtfmj s n /t twes- * ^ r 

£ , Ml 2p)t 5£JB JWeJS* L /£ AS* «*B? ^ / n 

a £, mm?*-fritffifefflm-?&m i^it v^^ry 

V P^SulBX^tt Wi.* m < £ WW W7 ^ 7 +5cMi2 

ffl.£T?> U*-h V P NtgfiE • 111+)--/ 

[ 0 0 1 2 ] MIB U h V P NISII • il^-^B, 
tfiilW^ff k IWBKEKtf SSffS ftfc VPN ^^^BP 
*Baraftktc:J:Dx ?X^- • -9- AkXl^-7 • 
■9--^PkTf^m»»f£:«fcS»»^x-rA«fiRk"rs^ 
ak. Wtavx^— • 9— /ST-SufB^X^— • ■9"— /^k 
• 9--AkoafloaJS^5©f2tSgPfcMfB 
xu-r^-^nwifai, Mf2vx^-- 

9— ^^MIBXb-7 • 9--^^P>cDBtiSJSS : ^k?.^ 
•&{ctiituf2TX#— • 9"— ^fcfci/^T, MI2XU— 7 • 

-FT-lgliE-ra^ak, Mf2vx#- • *-;W6Xl/ 

-7 • 9— /«tcxf- ^xwfa<or«gv^t3^«rm«ja 
^T-tTv^tfif2xu-7 • y—'Wfrzvmmfc&ictt 

3uI2vx^— • 9— MT'MI27 > • • /U7 

P»ScOX7 i -^Xttlg^^L/tMf2XU-7 • 9— ^ 
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^fT^ti/cv p Nmrnwim-tzmmw, 1 cotes 

• MfEfg 1 <Df2'l«g|5, fg2<Df21«gP, m 

[0 0 13] *^«DS3 0m^<i;titi\ hV- 
^TfflStcjgi^n/c, 15129--;^ MIBVPN^m 
SBglh, Mf2^^ 7;/ *flf*.3U€— 
h V P NISIE • fI->Xf AfC&^T, MI3V P Ng& 

¥S , tulH-9— e> S{t £ *ifc«HSE*E»r £ ¥ 

g\ tut 2 * ^ J r y h p> coafis^^rjg^f 5 
sit l rdt^-, mm^^msmmmmn^titc v 

tkftommn, MfE^fT^McfufBVP^- ex 

12 v p n jid^a £ , mi 2 * 5 -r t > h i^* -r * 

^SfcOtufEV P N^&SBi: ORB-TV P Nilfi©»OBgf 
[0 0 1 4] 

[00 15]Bltt, «W->XfAM^Lt^ 

D, iS5*-X 10 1, h7^7 I — A102, 

b "7 -y 1 — B 103, ^fyh7^7 hF*3<0^-A> 
-f^h^'V M*3<Z>i»5fc-B 10 5, VPN^&SB-A 

10 6, VPNffijUSeB- B 1 0 7 , 'Jt- h VPNISSE • S 
il+J— /< (?X?-) 10 8, bVPNtgfl • 

■^-^ (XU-7) 1 0 9, 3?^SIl 1 0, ISP- A 1 

1 1 , ISP-X 112, V— ;U Fy-i' FW£-^-y h 

1 1 3fr&#W&£ftS. 

[0 0 16] I2S, U*— hVPMHffi • 
*W-*MJ8*Wi*w LTfe *) , 2jnA#**fif2«gP 2 0 



1 , VPN£&£eB1tf$Rg51fta:2 0 2, X. 50 9 tV h 
9fE«gP2 0 3, inA#i§{I®ffif2t§gP 2 0 4, VPNS 
fI«MI2'Bg|5 2 0 5, XU-^aff«JSI21tg|5 (VX# 
-•■9—^) 2 0 6, VPNg«ISBffiSE«Mg2 1 1, 
CAfgff • i£i*Hti 2 1 2 , X. 50 9 TV U ? h 9 f21EgP#l 
fg«i&g2 1 3, I1M«JHI12 1 4, VPNfftg 

■^»r • ftmmm2 2 0, n^«$atKifc«B6 2 2 1, x 

U-^DBU^U 3 2 2 2, AHMSi&tiMg 

223, ny'iffa^w^2 2 4, ^mmmmmmm2 

2 5, H*35:»J2l{i^2 2 6, -/Xfi, • 

yp->3 ymmz 3 0, x u-^awuti (-?x?- 

2 4 0, Xb-7lliMil2 4 1, jftffi 
ftUXU-^JI^Sg (7X?--t-^) 2 4 2, i 

243, xu-ymmmm^m • (tx*- • 
•9— a) 245, *fnwaisM*^2 5 ofrenwfcsft 

[0 0 17] finA#f»*gf2t§gP 2 0 1«, ^7-f7Vh 
X, ^^-<T>h*^«L/-cVPN^SB©IPT FU 

x, -9— ex^^TjS, -9— /^tf^mmmyirz 

[0 0 18] VPN^^BWIBI2«g|3 2 0 2 CA^f§ 

tf l fc wummm tc mt s« «* * 5 -r t > h m tc 12 

[0 0 19] X.509-rV H UI2'l*g|32 0 3B,. 
^TyhgiJlCT^-feXoJftg^am^'ft^SSL, X. 

[0 0 2 0] AnA^gjIftJiffiiBtigB 2 0 4«, ch^mn 

[0 0 2 1 ] VPNilfiaMI21*g|5 2 0 5B, CA^fgff L 
• rcVPNa^^K <DafiMW?fi£VPN^aB*5t<:f21! 

[0 0 2 2] X U-^ilff«ffil2'ISg|5 (VX*- • 9— 
A) 2 0 6(J, YX^ - • +)--^TXl/-7 • +*--^fflf 
£ oaffOMM^rf 211 r c 

[0 0 2 3] VPN£&&BK&E&fig2 1 Hi, SnAIS 

[0024] cA^fT • mmmm 212s, spakbt l/c 

[0 0 2 5] X.50 9 7*^U^h'J85tt«!ttSg«ttg2 1 3 
^fc-tfJcWL, afl^TX. 50 9f-fWh U— IE* 



[0 0 2 6] M9WBMWtM2 Htt, X.5 0 9f^ 

[0027] wpumsmmm • wmmmz 2 on 

IU X^-*Xf||«*VPlBEi«|l*>6iWRr*. 
[0 0 2 8] n y'lf HMZftflME 22114, VPNWKB 

[0 0 2 9] TDBUT'D^— >«flg2 2 2 

[0 0 3 0] A0A#fflftHtii2 2 3(1 VPNSSISBO 
[0031] D^flMB5MffflMB2 2 4(1 iRIfcStvfen 

[0 0 3 2] ^«ft!i%BtUMB2 2 5(1 #VPNg8t8e 

[0033] mm^mmmmmz 2 6d s^^^tv 

[0 0 3 4] i/Xfi • 'Jn>7^yL'-v'3 >«tg 2 

3 0(1 9"-^ • ->XfArtT©if?JWLV'7fA 

[0 0 3 5] Xls-TBmWte (VX*- • 9—^) 2 

4 0(1 TX# — • 9"— MTiDXl'— 7 • 9"— >*<Dttm 

[0 0 3 6] XU-7t»rMSii2 4 1 (1 XU-7 

[0037] *atti?x is-ymtmm (?x?- • 9- 

-><0 2 4 2H, • 9— A<D«f«I^f^ 

(c • +)-^f*IftftSxU-7 • 9--/^Jl 

[0 0 3 8] • U P^— fa yflg^g (VX 

9— 2 4 3(1 ft#XU-7-^-^^IK 

[0 0 3 9] xu-7iSMti • jg&«Mg2 4 5 
tiitms. ^isxu-7" • 9--^(Cit5>S'tfig%MMfatt 

[0 0 4 0] *WBE8§{lflMB2 5 0(1 
K VPN$tt81, — • 9" — XU-7*-9- 

[004 1 ] mcmmmm 1 ©i&mco^T, H3s 
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[0 0 4 2] 03(C*5t/^T, ^7^7yh*^D--lfX 

ftp A+iitffc (S3 0D , *pA*l«lf^?) 
9— exji^Rifi6^s^**SEL^Bj©«^, ^»§3t 

^If^-^TIftfS (S3 0 3) o 9— £X}f«nJ 
(S3 0 2) U VvJTVVmcffl&t***— 

exipA#'tf $ssa«0i3 2 0 1 Kss-rs. 

[0 0 4 3] Sfc> il{l515fe'lf^tt^^-<T>'h^Cg 

sss-rsx. 5097 s w h u — ffiftwtesstis. 
[0044] meois**?-— \£xmw&imT*%>&£-$ 

ft, ^-if-v-a^ ID##, i'n^l'if 
(/U7-K) iMGffiStlftt^JTf h<DVPNgg|8 
Kfr"=K (CA) 0»ffH***-3fe*id (S3 1 

0) , ^4f-^ 3 ID#*§, ->^ft# 

# TlgfE#?Tt/\ NG©*l-&(C(i^cr>g}g 

fiL (S3 1 2) , oKtDm^cimMmitvpmmmwic 
mm-rz (S3 1 o 0 

[0 0 4 5] &fC0 4*fflVvt\ HSCQiMtyCOl^TlB 

[0046] ck*&n-$nrcv?mmmmfrt>. 9? 4 

7>hfr?>©7^-bXS* (S4 1 0) (cs-3<ii{f?a 

Jfefcoa^OnrSOKV^feii-«:S<SL/£*& (S4 2 
0) , a ID#^> ->n^tf 

*t (;U7-K) T?&SE*fTl/\ NG<Di§-&(C (;£.•?- cDg}g 
ft L (S4 2 1) ,.ggmE OK ^7^7yhl 
ffiTggMT SX. 509xV \s9 Y U -K«ffl5%iI{I*B 

*W5£U ¥iJ^*ga*VPNg»SBteSaiL (S4 2 

2) , afi^OTi • mm^tnoo 

[0 0 4 7] U hVPNg&StBKffi • tSI9— 
Mfr 6 Rff^iSl WTCA^flfT^ ft fcVPNgJjaigfilf fcX x 
-*XffiHR*iRjfe-r«yn--^«raS^L (S4 3 0) , V 

{1L (S4 3 1), §<I*Slli*#tfrU VPN^glSK 

(S 4 3 2) , VPN«BO»St|OigS*f5 : '5 0 

[0 0 4 8] »CJ h VPN^mSBISliE • BS9— 

It5a07°D-7^illL (S4 4 0) , VPN^^SB 
m ^ 6 VPN^SB® t? D^Ltv^b77^-yi' 
■3i1ll«**f l sfL/tigB*SBL/ (S4 4 1), VPNSfi 

[0049] mcfttftztirc h77-f ^M3eiii«ttx 

J^-V>?l,ft:*-;l>1tmmi> (S4 4 2) , 

< i:iB)«)(cwww7 / 7>79 i 'A :s ia»)^n, fflife^n^* 
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WiKT^xL (S443) , mzr^yiftommzM 
MznrcXMtfmm-snz (S444) o 
[0050] wz2<Dmm<z>fcmz-3^T, mszm^^x 

[0 0 5 1] 05 ic^k? <fc ? ftWiisXT-KffimM. 
U h V P Nffi&E • fix u-y • v— 5011: 
ML. TX#— • ^ 1 0 8A^Xf- *Xttrft%Pp1 
v^to*5^n-^««BfjE»lHTaifi«ti (S5 l 
0) s Xl/-7-+f-^5 0 1 frBO^f- #X'lt$B 

^^•iyS{i^§ff-r« (S5 i i) „ 

[0 0 5 2] ^tCXU— 7 • ^8 5 0 1 fr£><D)g{I 

1»«c5ftftfflflMH, witffiXfct&JtS^^x*- • +r 

«a*«#x - u six • 

•y--^tc{-t#xu~^m^^^fiL (S52 D , mm 

fS&tt.*) (S5 2 2) , ttiMiif«^aixu-7 

• "9— -HJCiSMlL (S5 2 3) , ffilgfSS (S5 2 4) * 
SiXU- 7 • -9— /^SfcSdiifcit), tr 

<5 o 

[0 0 5 3] #k:vx£— • ^ 1 0 8T— fclST 

A^cOS^KifiS* (S5 3 0) *3SMU &fg«as 
(S5 3 1) t5»fm^t©Xl/-7 

• 9— ^fC*fUfV\ VX?- • 9"—^ 1 0 8<D&mM 
g|5^rMfT -ggt-^CfclCfctK — TtS^iC^TcDV P N 

wis^-exii^^-rr^ M»**flfsw 
s 0 

[0054] ^z<o%nmms^^x, i4Mi6 

[0 0 5 5] 0 4fc^Lft4^W©lSf1^B0fc::teW-3 
VPN^^SBP 4 0 2, 9 hVPNffiSEM+J"— 3 0 
3tCOV^T©t&mcoi/^T{i, 0 4fC^Lfdi9T-fe 

[0 0 5 6] ccrttgewyh^y hrtoffi* 

-A 1 0 4 tVPN^glSB- A 1 0 e&tfVPN^&SS- 
B 1 0 7^l/'c-l'yh7^7 hF*3«^*-B 1 0 5 Pa 

[0 0 5 7] 06lC;fcl^T, VPNtMi(i:'l'>'h7 

Hft<D*&S*-A 1 0 4^67^t^g* (S 6 1 
0) 0 4fC^Lfccfc?&c9 ; e- FREWS* 

—/^CT ^X©^S^Pn!t/vg-;b-l±, T^-feXnJCOti 

jEflcf >h^*-y h[*|CD4S*-B 105OVPNS 
iSl-B 1 0 71CV PNIM1-A 1 0 6A^7^ 
•tX (S6 1 1) U IPsecfcS-3<Bg#{fc#3$¥<&* 
rf->x— -> 3 > (S 6 1 2) 3rV PN^gif ( 1 0 
6, 10 7) TfrV (S6 1 2) , VPN-tr-yv-a y»3i 

^*-A 1 0 4 £4Si*-B 1 0 5R8TVPNiI{i (S6 
1 3) *fr?o 



[0 0 5 8] ^C, 0 7«:ffll/>T«j|*teVPNJHl«gg* 

[0 0 5 9] B 7 tcfcvvf, i»5fc-X 1 0 1 frfclSP- 
X 1 1 2t,C?^T;lTv7\3l%ffl&ffi. (S7 1 0) ?rfTV> 
^iOA^LfcISP-X 1 1 2<Qj£fe-tf-hi:g^ 
U ID, /U7- F«iMff (S7 1 1) (Ct 9 ISP— XI 

1 2fr&88SE«rgW\ I P7 FUxtfifiSS (S 7 1 2) 

[0060] saajasyffi*- a i o 4 (Dwmmms- 

A 1 0 6 lcW{S^>m*Mm (S7 1 3) U IPsedcS 
"S<B8^t^^O*=rS/X— > 3 > (S 7 1 4) ?tv 
P 1 0 6 £<DmT*ft^V P N-t-y V 

filiEfg, V PNfflfl (S 7 1 5) iCXi^m-X 10 It 
ffl*-A 1 0 4©fflTVPN%«fflL/fcffiM*fT-5o 
[00 6 1] 

[fSm©$»£] 1 X> K • V- • 

xyFt->y7*;i/fro^>'ft>'X • 7'J- &vpn^& 

[0062] immnm 2 1 ocdispk 

rau6tiTv»/£VPN-9— exi:^cDig!i • mmicffi&m 

£9— exA^«?ti5c:i:TfeSo 

[0 0 6 3] ^m<Dm 3 ©S&SHu 1 OCQISPfC 

p^ce>nT^fcvpN^-tfx£^<ofgtiE • 7£w 

[0 0 6 4] #^<Dfg4C02&J||tt, ftHSgU^XxASf 

^tsc: fctej: 0, <SHttojKv>"9— ifx#st#<*n 

CL X 35 <§> o 

[0065] *mmm5CD%jmZs sk, #fss©s' 

T&X%Z>ChX&Z> c> 
[0 0 6 6] *J8flOg6 0»Stt, Mlo->xfA 

[0S<Df§»&ItfBJ§] 

[0 1 ] *38W©'>^fA»)SttS%Sti'XrA«ja 

[02 ] *awoit-/^To«iBiijafcaMiiHoMa* 
[03] *i8Wo*7>rT>'h^6inA*»*SttT^ 

[0 4] *^T<DCA^fT^n/c^^'l'T>'h. VPN 

-tyxit-feSo 

[05] *^0->XrAM^»i->Xf AMi: L 

l^tv'-yyxiT^s. 

[0 6 ] *?§Bi!(DVPN^<S#g^icO^*SU : VPN^^g 
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m 7 ] *^cd-t >h7^7h pwwm-e v p nji 
^■ZTFTiy—'ryxm-eibZ* 

1 0 1 4ffi5fc-X 

10 2 ><yh77-7h-A 

10 3 -("yh^yh-B 

104 b^*>y M*|©ftS5S- A 

105 -Yy h^^-y hrt<DiiS*-B 
1 0 6 VPN^^R-A 

1 0 7 VPN^HSB- B 

10 8 Ut- • -9—^) 

10 9 'Jt- higiisa-9— ^ (X 7 • -9— ^) 

i i o 3zwm 

1 1 1 ISP- A 

1 1 2 ISP-X 

1 1 3 K-TV*— h 

2 0 1 finA#W*8ta«g|3 

2 0 2 VPNS^^B't«ISie«g|5 

2 0 3 X. 50 9 -rV h- 9 fBUSP 

2 0 4 ilPA^ilff aMIS'l«gl3 

2 0 5 VPNilfiSJSfE'»gi5 

206 xu-ymimmtm^ (vx?- • 

2 1 1 VPNg^BlglE^g 



2 1 2 cAfgf? • mmmrn 

2 1 3 X. 50 9 tV U * h 9 f5«g^m«ffi 

2 1 4 ilff flJUMSStHtg 

220 vp N^m&mmm • ftmmm 

221 n yit ^gns*^g 

222 xi^-^DBpyj^-v-a >«ne 

2 2 3 ftaA#iI*a$ltg 

2 2 4 nymsJMlfM 

2 2 5 fttftagflftflMB 

226 mmxm&mmm 

2 3 0 •>XfA- l J3>7- l '7'l/->3yIl 

2 4 0 XU-7t«Il (VX#- • -9--M) 

241 x is-ymKftmmm 

2 4 2 • 9— 

'<) 

2 4 3 1IXU-7" • 9 D-^— S/.3 y^fg (?X?- 
• -9— M) 

2 4 5 X l/-7ilfiSM • js&ttrae (?x?- . 
•9— A) 

250 nmm^mmm 

3 0 1 ^^'TTyh 
302 VPNf^gl 

3 0 3 Ut- hlgliEeS9— ^ 

4 0 1 ^5^77 h§£ 

4 0 2 VPNiigfif 

5 0 1 • 9— 
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